On-Line Access Agreement

THIS AGREEMENT (this "Agreement") is made and entered into as of day of

, 1998 by and between Continental Casualty Company, an Illinois-domiciled insurance company with offices at [CUSTOMER] Plaza, Chicago, Illinois 60685 ("[CUSTOMER]") and [NAME], a [STATE] [BUSINESS ORGANIZATION] with offices at [ADDRESS] ("Company").

[WHEREAS, [CUSTOMER] and Accessing Party have entered into that certain agreement known as , dated                    (the "Underlying Agreement'.');]

WHEREAS, in connection with [the Underlying Agreement]/[a contemplated business relationship between [CUSTOMER] and Company], the parties expect Company to access proprietary [CUSTOMER] computer systems and data (the "Computer Systems"); and

WHEREAS, [CUSTOMER] and Company agree that the following terms and conditions shall apply to access by Company to the Computer Systems.

NOW, THEREFORE, in consideration of the above premises and the mutual covenants contained herein, the parties hereto agree as follows.

1.
Scope of Access. Schedule A describes the authorized purpose, duration and scope of, and the connection procedures for, Company's access to the Computer Systems.' Company shall access the Computer Systems only to [provide services to [CUSTOMER] under the Underlying Agreement].Access may be monitored and recorded by [CUSTOMER] without notice. [CUSTOMER] may, in its sole discretion, reconfigure or discontinue any part of the Computer Systems at any time.

[2.
Login ID Policy. [CUSTOMER] shall assign a login code (a "Login ID") to each Company employee or consultant that will have access to the Computer Systems. Each Computer System Login ID shall be used only by the Company employee assigned such Login ID by [CUSTOMER]. Company shall not permit Logon IDs to be used or shared by multiple employees without [CUSTOMER]'s prior written consent.]

3.
Company Responsibilities.

a.
Company shall cause all persons obtaining access to the Computer Systems through Company ("Users") to be aware of, and to comply with, the obligations described herein.

b.
Company shall be responsible for any access to the Computer Systems by any User or any person accessing the Computer Systems through any Login ID issued to Company or any User. Company shall not, and shall not permit any other person to, use the Computer Systems in any manner, or attempt to access areas of the Computer Systems, other than as expressly specified in Schedule A.

c.
Company shall be responsible for maintaining equipment and security procedures acceptable to [CUSTOMER] to ensure that Company's computer systems are sufficiently secure to prevent unauthorized access to the Computer Systems. Company shall install and maintain anti-viral software acceptable to [CUSTOMER] on all computer systems used by Company having access to the Computer Systems.

[d
Company shall maintain complete and accurate records detailing access to the Computer Systems by Company and any User (".Access Records"). Access Records shall be maintained until [five (5)] years after termination of this Agreement and shall detail, for each connection and system to which the Company is granted access, the Login ID used, user records requested, connection type, time and duration of access and systems accessed.]

e.
Company shall immediately notify [CUSTOMER], through its network security representatives identified in Schedule B, of any threatened or actual security breaches or unauthorized access to the Computer Systems. Company shall fully cooperate with [CUSTOMER] to resolve security issues.

f.
Company shall comply with all applicable laws and [CUSTOMER] security procedures, including the requirements set forth on Schedule C. [CUSTOMER] reserves the right to modify its security procedures from time to time, at its discretion.

g.
[WHERE [CUSTOMER] SOFTWARE WILL BE USED, ADD: Company shall comply with all use restrictions on software licensed to [CUSTOMER] and accessed by Company in connection herewith.]

h.
Company shall not, and shall not permit any User to, transmit any unlawful, threatening, libelous, defamatory, obscene, scandalous, inflammatory, pornographic or profane material to or through the Computer Systems. [CUSTOMER] shall be free to cooperate with any law enforcement, regulatory or judicial authorities in connection with Company's access to the Computer Systems, which cooperation may include disclosure of the identity of, and the information transmitted or received by, any person accessing the Computer Systems.

i.
Company shall be responsible for providing and maintaining all networking components between and within Company's premises, including any routers, circuits or other equipment used to access the Computer Systems. Company shall provide sufficient physical and electronic security controls for all Company computer systems.
 [These controls shall include (i)  requiring verification of authorization for access to all secured locations and (ii) access doors equipped with card reader control or an equivalent authentication device, egress doors which initiate an audible alarm when opened and equipped with tamper resistant hardware.]

4.
Confidentiality. Company shall take all steps necessary to ensure that no User shall, without [CUSTOMER]'s prior written consent, use, duplicate or reveal to any person or entity any Login IDs, passwords, software, data, material, content or any other information related to or accessible on the Computer Systems, whether written, verbal or electronic (collectively, "Information"). Company shall treat all Information as copyrighted and owned by [CUSTOMER].

[OPTION 1: EXISTING NON-DISCLOSURE RESTRICTIONS: Company shall, and shall cause each of its employees, agents and subcontractors to, safeguard the confidentiality of Information pursuant to the terms and conditions of the [Underlying Agreement]/[NAME OF NON-DISCLOSURE AGREEMENT].]

[OPTION 2: NO NON-DISCLOSURE AGREEMENT IN PLACE: Without limiting the foregoing, Company shall not (i) transfer or disclose the Information (or any part thereof), directly or indirectly, to any third party (other than its employees who have a need to know such Information [and are authorized by [CUSTOMER] to have access to the Computer Systems]/[to perform Company's obligations under the Underlying Agreement]) without [CUSTOMER]'s prior written consent, (ii) use the Information (or any part thereof) in any manner, except as specified in [Schedule A]/[and]/[the Underlying Agreement], or (iii) take any other action with respect to the Information (or any part thereof) inconsistent with its confidential and proprietary nature. [Any Company employee wishing to access the Computer Systems must be authorized and approved by [CUSTOMER]. Notwithstanding such authorization and approval, Company shall permit access to the Computer Systems solely by those of its employees agreeing in writing to abide by the terms and conditions contained herein.]

5.
Company Information. Except as provided otherwise in [the Underlying Agreement]/[or]/[any agreement in effect between [CUSTOMER] and Company], (i) any information or material transmitted by Company to [CUSTOMER], without regard to form or method of transmission, shall be treated as nonconfidential and non-proprietary, (ii) [CUSTOMER] and its affiliates may use, reproduce, display, distribute, perform, publish and create derivative works based upon such information and materials and (iii) [CUSTOMER] and its affiliates shall be free to use any ideas, concepts, know-how or techniques embodied in any such information or material.

6.
Audit of Company. From time to time during the term of this Agreement and for a period of [three (3)] years thereafter, [CUSTOMER] shall be entitled to audit Company's compliance with this Agreement. Upon [seven (7) days']/[reasonable] prior notice from [CUSTOMER], Company shall permit [CUSTOMER] or its designee:

a. 
to review and verify Company's Access Records;

b. 
to conduct physical audits of Company, which shall include on-site inspection and review of Company's computer systems having access to the Computer Systems, the environment surrounding Company's systems and Company's general security procedures; and

c. 
to conduct logical audits of Company, which shall include the execution of on-site and/or remote security tests intended to verify the integrity of, and identify potential security vulnerabilities existing in, Company's computer systems having access to the Computer Systems.

Company shall provide [CUSTOMER] with all necessary access to Company's applicable facilities and relevant records during normal business hours for the purpose of conducting the audits described above. [[CUSTOMER] personnel performing audits on-site at Company shall at all times be accompanied by an employee of Company.] Company shall immediately resolve and correct, at Company's expense, all vulnerabilities and problems identified by [CUSTOMER] pursuant to such audits.

7.
Disclaimer. Unless otherwise expressly agreed in writing by [CUSTOMER], [CUSTOMER] makes no warranties or representations as to the accuracy or availability of the Information or operation of the Computer Systems. Company shall have no recourse against [CUSTOMER], and [CUSTOMER] shall not be liable, for any loss, liability, damages, costs or expenses that may be suffered or incurred at any time by Company or any User arising out of or in connection with access to or use of the Computer Systems, including any damage to Company's data, computer equipment or other property caused by viruses or other software or data downloaded from the Computer Systems. WITHOUT LIMITING THE FOREGOING, ACCESS TO THE COMPUTER SYSTEMS IS PROVIDED TO COMPANY "AS IS" WITHOUT WARRANTY OF ANY KIND, EITHER EXPRESSED OR IMPLIED, INCLUDING, THE IMPLIED WARRANTIES OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE OR NON-INFRINGEMENT.

8.
Limitation of Liability. NEITHER [CUSTOMER] NOR ANY OTHER PARTY INVOLVED IN CREATING, PRODUCING OR DELIVERING THE COMPUTER SYSTEMS SHALL BE LIABLE FOR ANY DIRECT, INCIDENTAL, CONSEQUENTIAL, INDIRECT OR PUNITIVE DAMAGES ARISING OUT OF COMPANY'S OR ANY USER'S ACCESS TO, OR USE OF THE COMPUTER SYSTEMS.

9.
Indemnity. Company hereby indemnifies and holds harmless [CUSTOMER] against any loss, liability, damages, cost or expenses suffered or incurred by [CUSTOMER] at any time because of any claim, action or proceeding arising out of the breach of the terms and conditions of this Agreement by Company or by any individual accessing the Computer Systems through Company.

10.
Injunctive Relief. Company acknowledges that the security and integrity of the Computer Systems are critical to [CUSTOMER]'s business operations, and that the disclosure of any Information by Company or any of its employees, agents or subcontractors shall give rise to irreparable injury to [CUSTOMER] inadequately compensable in damages. Accordingly, Company hereby agrees that [CUSTOMER] shall be entitled to obtain injunctive or other equitable relief against the breach or threatened breach of the terms and conditions of this Agreement without proof of actual damages or the posting of any bond or other security, and such relief shall be in addition to any other legal remedies which may be available.

11.
Termination. [CUSTOMER] may immediately terminate this Agreement or any Logon D access granted to any User at any time without cause or notice to Company.

12. 
Miscellaneous.

a.
Assignment. This Agreement shall be binding upon and inure to the benefit of the parties hereto and their respective heirs, personal representatives, successors and assigns; provided, however, that Company may not assign any of its rights or obligations under this Agreement.

b.
Entire Agreement. This Agreement, including any Schedules attached hereto incorporated herein by reference), encompasses the entire agreement between [CUSTOMER] and Company with respect to the subject matter hereof and supersedes all prior representations, agreements and understandings, written or oral with respect to the subject matter hereof. If a provision of [the Underlying Agreement]/[any agreement or agreements in effect between [CUSTOMER] and Company] conflicts with a provision of this Agreement, the provision of this Agreement shall prevail. [Notwithstanding the foregoing, if the parties have executed an agreement of confidentiality or nondisclosure agreement (an "NDA") prior to or contemporaneously with this Agreement, the provisions of the NDA shall remain in force, except to the extent that the terms and conditions of this Agreement shall impose stricter requirements or standards, in which case the stricter terms and conditions of this Agreement shall control Company's duties and obligations to maintain and protect [CUSTOMER]'s Information.] No modifications or amendments to this Agreement shall be effective unless in a written document signed by a duly authorized representative of each party. As used herein, "include" and its derivatives shall be deemed to mean "including but not limited to".

c.
Governing Law. This contract shall be interpreted and construed in accordance with the laws of the State of Illinois. Company agrees to submit to the jurisdiction of the Illinois Courts for resolution of any disputes that may arise hereunder.

d.
Headings. The headings preceding the text of Articles and Sections of this Agreement are for convenience only and shall not be deemed part of this Agreement.

e.
Severability. Should any term of this Agreement, for any reason, be held to be illegal or unenforceable by a court of competent jurisdiction, the remaining terms of this Agreement will continue in full force and effect, and the offending term shall be limited or modified to the extent necessary to make it enforceable. The parties agree to negotiate in good faith to agree upon a modified term which reflects the original intent of the parties.

f.
Survival. Any provisions of this Agreement that by their nature extend beyond the expiration or termination of this Agreement shall survive the expiration or termination of this Agreement and shall remain in effect until all such obligations are satisfied.

g.
Waiver. The failure of a party hereto at any time or times to require performance of any provision hereof shall in no manner affect its right at a later time to enforce the same. No waiver by a party of any condition or of any breach of any term, covenant, representation or warranty contained in this Agreement shall be effective unless in writing, and no waiver in any one or more instances shall be deemed to be a further or continuing waiver of any such condition or breach in other instances or a waiver of any other condition or breach of any other term, covenant, representation or warranty.

IN WITNESS WHEREOF, the undersigned have caused this Agreement to be duly executed by their duly authorized representatives.

[CUSTOMER]

By: 








Its: 








[Company]

By: 








Its: 








Schedule A

Scope of Access

Subject to the terms and conditions of this Agreement, Company may access the Computer Systems identified below in accordance with the specifications set forth below. Company's access shall be reviewed by [CUSTOMER] on an [annual] basis. [CUSTOMER], at its sole discretion, shall determine if such access is renewed or terminated.

1. Business Purpose:

2. Duration and Permitted Hours of Access:

3. Permitted Uses of [CUSTOMER] Information:

4. Business Unit Contact Information:

5. Company Site Information:

6. [CUSTOMER] Site Information:

7. Authorized Method of Access:

8. Facilities Specifications:

SPECIFY: 
Network Facilities Specifications. Access limited to designated [CUSTOMER] network entry points. Incoming data limited to packets originating from designated Company IP addresses. Access the [CUSTOMER] networks by other means is prohibited.  For TCP/IP services, consider requiring at least the applicable [CUSTOMER] and Company router names, serial and Ethernet ports, IP addresses and masks, circuit types and numbers and applications names. For SNA/XNA services, consider requiring at least the applicable circuit types and application names.  Access Control Lists from applicable gateways and firewalls.  Equipment and Circuit Requirements (e.g., approved brands, models, protocols, data encryption, etc.).]

Schedule B

Network Security Contacts

In the event of any threatened or actual security or network problems, immediate contact shall be made to the following:

[CUSTOMER]:

[CUSTOMER] Security Help Numbers:

NUMBER: 

(Domestic)

NUMBER

(International)

[NAME OF [CUSTOMER] NETWORK SERVICE CENTER]:

1st Level Escalation: Helpdesk

2nd Level Escalation:

3rd Level Escalation:

Infrastructure Program Manager:

Company.*

Company Security Help Numbers and Contacts:

 1st Level Escalation: 

2nd Level Escalation: 

3rd Level Escalation:

Each party may change the contacts listed above upon written notice to the other party.

Schedule C

Security Procedures

Company shall comply with the following:

a. 
All connections must be through a specified [CUSTOMER]-controlled backbone firewall.

b. 
Dial-up access to [CUSTOMER] will be through the [CUSTOMER] Dial-up Security Server and [CUSTOMER] System/Application owner shall be the sponsor of the Company access ID. C [CUSTOMER] may require token authentication for Company. [CUSTOMER] will provide the token authenticators for such arrangement.

d 
Only [CUSTOMER]-approved equipment will be used within a [CUSTOMER] location.

e.  
For ISDN connectivity, the followings measures are required (if available):

-
PPP, employing a unique user ID and password (this information should be programmed into each router and changed periodically).

-
Password Authentication Protocol (PAP).

- 
Challenge-Handshake Authentication Protocol (CH.~).

-
Terminal Access Controller Access Control System (TACACS). Callback.

-
Calling Line Identification, where the destination server uses the Caller ID feature of ISDN to verify that the calling server is authorized to make a connection.

-
Multi-level passwords.

Sample Connection Specifications (insert in Schedule A)

I.     TCP/IP Connections
The secure TCP/'IP connections shall consist of a gateway router at a [CUSTOMER] backbone network location and a premise router at the Company's location. Equipment necessary for connectivity will be the responsibility of the equipment owner, regardless of the equipment location. Each party assigns the Internet Protocol address as follows:

Company:

	Company
Router Name
	Serial Port IP
Address and Mask
	Ethernet Port IP
Address and Mask
	Circuit Number

	
	
	
	


	
	
	
	


[CUSTOMER]:

	[CUSTOMER] Gateway Router Name
	Serial Port IP
Address and Mask
	Ethernet Port IP
Address and Mask
	Circuit Number

	
	
	
	


	
	


IP TRAFFIC. This Agreement allows for two-way traffic between [CUSTOMER] and the Company. Only traffic from Company's host computers with IP addresses listed below shall be allowed to access the [CUSTOMER] IP addresses listed below. Access to IP addresses will be limited to the specified applications. Port numbers for applications must also be specified.

Company
	Connecting Party 

Host Name
	Source IP Address
	Mask
	Destination 

IP Address
	Mask
	Application

	
	
	
	
	
	


[Customer]
	[Customer]

Host Name
	Source IP Address
	Mask
	Destination 

IP Address
	Mask
	Application

	
	
	
	
	
	


II. SNA/XNA Facilities Description
Company

	CSU Name 
	System Name
	Circuit Number

	
	
	


[Customer]

	CSU Name 
	System Name
	Circuit Number

	
	
	


III. 
RJE Facilities Description
Company
	CSU Name 
	System Name
	Circuit Number

	
	
	


[Customer]
	CSU Name 
	System Name
	Circuit Number

	
	
	


� Consider referencing applicable CUSTOMER policies on use of LOGIN IDs and passwords


� Consider attaching and requiring all users to be advised of CUSTOMERS’ electronic communications policy, if available.


� Determine whether access through private lines or dial-up modems should be prohibited.





